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A USB cable and some scripting can save sensitive data on

your laptop from grab-and-go thieving situations when

working in a public place.

Linux system administrator and software engineer Michael

Altfield designed a kill-cord called BusKill that can trigger a

specific action when it gets disconnected from the laptop.

He came up with the idea after searching for a simple, low-

tech solution to cause the computer to lock, shut down, or self-

destruct when it is physically separated from the owner.
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In essence, BusKill is a cable with a USB drive at one end that

attaches to your body and your laptop at the other. When the

drive disconnects, it acts on a predefined 'udev' event, which

can be anything from locking the computer, shutting it down,

or wipe data on it.

Altfield spent about $20 to build BusKill but this depends on

the quality of the items you choose. A USB drive, a magnetic

adapter, a carabiner, and a USB extension cable are the

hardware essentials.

source: Michael Alt�eld

Nothing needs to be stored on the USB storage since only its

presence is required for the kill cable to do its job; so it can be

a cheap device as long as the system recognizes it.

A script that triggers the action is the software part. It can

spring into action only when a specific drive is removed by

adding uniquely identifiable properties (manufacturer,

filesystem UUID, model).

Below is a video showing BusKill in action:
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The scenarios Altfield envisages for using BusKill involve

working on your laptop in a public space and being logged

into services that offer access to sensitive information, like

online banking or the company VPN connection.

Altfield argues that despite taking precautions like two-factor

authentication, VPN, or password managers, someone that

steals your laptop after having authenticated is a plausible risk

that some individuals should consider.

BusKill is not available for sale but Altfield provides all the

details needed to build your own.

The project sparked a rich discussion on Reddit about how the

scenarios thought by Altfield are not at all far fetched and do

happen in real life.

The community also came up with other solutions that would

protect the data on the laptop. More elaborate ones could

destroy the encrypted files on the storage drive when a specific

password was entered and boot normally into the operating

system.

Following these discussions, the Linux sysadmin is now

thinking of writing a follow-up tutorial on expanding the

BusKill capabilities to run a destructive wipe of the content in

busKill Demonstration
from BleepingComputer.com
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the computer memory and the LUKS (Linux Unified Key

Setup) header instead of the entire encrypted disk.

This approach would make the process faster and more

effective because the LUKS header contains the symmetric

keys required for decrypting the entire disk. "Wiping the

whole drive is unnecessary and would take too long," Altfield

told BleepingComputer.
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